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DY HKUVNORAS

- Onboarding knneHTOB, OTKPbLITME payment accounts
[lononHeHne payment accounts, CHATME CPeacTB C payment accounts
Remittance (nepeBoabl 63 OTKPbITUS CYeTa)
BbINycK 1 06CNy>KMBaHWE NNATEXHbIX KapT
KapTOYHbIN 3KBaNEPUHT
- SWIFT/SEPA nnatexxu
- AML/KYC

+ Onepaumun ¢ KpMNTOBANKTOM


http://canopuslab.com/ru/

APXTEKTYPA

w

JIATOOPMB

}

SOAP API (including Agent API)

Mobile App

|

Rates & other data in real time

$

Agent Web App

/

WebBank App

|
|

|

Crypto Providers

Black lists

POS-terminals

Types of documents

(Meta-data)

E-Commerce

SMS Rat ForEx
providers ates providers

Card

providers Banks & PSP

SWIFT

Gates to external systems

Database interface
Workflow

Workflow engine

CORE

Accounts Tariffs

Clients

Rates

Balances

Posting

Money tranfer
systems

Payment gates &
systems

Scenarios
(Business processes)

Reporting
Limits

AML

.

Merchant API

I

Operator App

I

Admin App

Sf CANOPUS

N INNOVATIVE TECHNOLOGIES


http://canopuslab.com/ru/

wanlO/NOIN7Z17

- Core: MS SQL, Transact SQL + CLR

* MS Report, Fast Report

- Web: PHP/Yii framework
- HTTPS/FISP/NIST
- NodelS

* Cryptography in HSM Thales E-security
- Android: Java8, Android DATA binding, Agera, Gradle
- 10S: Objective C, ReactiveCocoa
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/I el PALAY

- BaHku (SEPA, Target2): Pasta Bank, Handelsbank, Rietumu, ING Bank Slaski, Lietuvos bankas
- SWIFT Alliance Lite 2
- Kapt-npoBanaepsl (VISA/MasterCard): Decta

- WMHTepHeT-3kBanepuHr: Decta, Connectum, card2account, WinPay

- SMS-nposangepsl: Websms, Clickatell, CardBoardFish, Nexmo, CLX, mfm solutions

- Cuctembl [leHexkHbIX [1epeBogoB: Unistream

- FX-npoBangepsl: Forex.com, Yahoo.finance

- 3arpy3ka kypcos BantoT: Bank of England, ECB, Russian Central Bank, Ceska narodni banka
- Kypcbl kpunTtoBantoT: Bitfinix, Bitstamp

- Onepaumnn ¢ kpunToBantotamu: Bitcoin-D

- KYC, AML: Veriff, LexisNexis

- be3onacHocTek: Thales e-security
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LoO0IBelCIBE TPEBOBARMANM

CANOPUS EpaySuite MonHOCTLHO COOTBETCTBYET TpeboBaHuaM RTS (Regulatory
Technical Standards) HOBOM BepCU eBROMEVCKOW MaTexxHoM AMPeKT/Bel PSD 2:

- SCA (Strong Customer Authentication) - ncnonb3oBaHWe MUHUMYM OBYX(MAKTOPHON ayTeHTUdMUKALMUY
knueHTta (OWASP, HTTPS, multi factor security);

Real time fraud detection and prevention - B cuCTeMe peann3oBaH ajiroOpUTM KOHTPOIA NOA03PUTENbHbIX
TPaH3aKUWI B peXXnMMe peasnibHoro BpeMeHU;

+ be3onacHoe xpaHeHMe «4yBCTBUTENbHbIX NATeXXHbIX AaHHbIX (Sensitive payment data)” - Sensitive data
encryption with FIPS, NIST

- lNopoepykka cTaHOapToB 06MeHa PmHaHCOBbIMKU coobLeHnamn 1SO020022

- OTKpbITLI APl ong B3anMogencTBna C BHeLWHUMM N1aTexXHbIMK onepaTtopamMu
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CPEVIMYLLE

OTKpbITad apxmTekTypa. BO3MOXXHOCTL BbICTPOM MHTErpaLmm ¢ 0ObIMU BHELUHUMW CUCTEMaMU/NPUTIOKEHUAMN;
MoLLHas cncTemMa HaCTPOMKK BU3HEeC-MPoLeccoB, Tapud OB 1 YBeOOMIIeHUN;

MynbTUBANOTHBIN YYeT BCeX (DMHAHCOBbLIX Onepauuni B peXxnme peanbHoro BpeMeHu;

BcTpoeHHaqa cncTtema reHepaunm 0THeTOB;

CooTBeTCTBME MeX/OYHAPOAHbIM CTaHAapTaM 1 TpeboBaHuaM (ISO 8583, ISO 20022, RTS/PSD 2, IFRS v ap.);
Habop roToBbIX LWKO30B U UHTErpaLumm;

BbICTpbIN CTAapT B paboyyto 3KChayaTauuio;

Bbicokunn ypoBeHb 6€30MacHOCT, BCTPOEHHAsA CMCTEMA KOHTPOISA NOA03PUTESIbHBIX TPaH3aKLMI;

CoBpeMeHHbIN 1 yOoOHbIV NMOb30BaTeIbCKUA UHTEPMENC;

Moanep>kka paboTbl C KPUATOBANOTAMM.
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CANOPUS EpaySuite cooTBeTcTBYET
CaMbIM BbICOKMM TPeOOBaHWUSAM B
061aCTUMHOPMALMOHHOM
6e30MacHOCTW,BKIKOYasA CTaHOapTel RTS u
1ISO2700. Mbl ncnonb3yeM camble
COBepLUeHHble TeXHUYeCcKmne CpeacTBa:
annapaTtHblexpaHunuuia kaden Thales
E-security,annapaTHble U NporpaMMHbIe
TOKeHb! 019 aBTOPM3aL MM TPaH3aKLU MK,
npotokosibl FIPS/ NIST wndpaumn

HYBCTBUTEJIbHbLIX OdHHbLIX 1 AP.

Kak 310 paboTaert?

-
~-
o
Key management system on the basis MS SQL data System
of THALES HSM nShield module encryption database

|
D &'

Security system remote
management mechanism using
THALES nShield Edge and
smart-card with the security key

Safe access of the client's mobile and
web-applications through the secure channel

Transactions authentication
/
[ 5‘;@: system using safe SIGN technology
ll O : =

THALES nShield Edge, smart-
card with the security keys Computer SmartPhone/Tabet tefrgi?m
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MOLYIb ALMARCTPATOPA

H

HacTporka MeTa-OaHHbIX

HacTponka 6usHec-nornkm

HacTporka npaB goctyna 1 noJIHOMOYnK
Hactponka Tapnos
Co3gaHne/HacTporKa OTHETOB
HacTporka npaBu KOHTPONS
MOAO3pUTENbHbLIX Onepauum

HacTpowka nnaHa c4eToB U

YYETHOW MOSIUTUKN

HacTponka nuMnTOoB 1 ap.
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MOV 1B OFNEPATOPA

H I

Onboarding knneHTOB

KOHTpONb NPOXOXKOEHMS NaTexken
O6paboTKa KIMEHTCKMX 3anpocoB
dopmMrpoBaHMe 1 KOHTPOJIb
OTYEeTHOCTH

KOHTPO/Ib NOA03PUTENbHbLIN

TPaH3aKU1M 1 ap.
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<JNERTO

be3onacHbIM BXO[ B CUCTEMY

SEE-VIHTEPOEC OIS

B

B Accounts
General
g Stat o GB10NND0123420100 0008 Samanta Smith, Current account

{\, International payment

(o000

(DOle/IpOBaHl/Ie KJIMEHTCKUX 3aABOK

KOHTpOb CYETOB 1 OCTATKOB
ABTOpPM3aLIMA TPAH3aKLNN
BHYTpeHHAA no4Ta

Bbinucka no cyety

[TnaTexxHble KapTbl U Ap.

B Accounts

{5 statement

&, Intemational payment
& internal payment

€y Cumency exchange
[} Tempiates

‘T) Operation history
Free format messages
(@4 Signed message

M Logout

Accounts 5 recent transactions

& Test Company, Investment account
99,952.49 USD
99,801.90 EUR
-3,104.29 RUB -3,104.29 RUB
-1.97 GBP 1.97 GBP
“11.43PLN -11.43 PLN
-9.04 CZK -9.04 CZK
-63.79 CHF -63.79 CHF
[ Test Company, Current account

3.10 USD

15.00 EUR Free format messages
3.20RUB

330GeP
3.40PLN

4,740.24 CTIK
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MOBW/TEHOE I
151 KIIVEHTOB - e

13:22 Settings -
Alfons Mucha pincode O i
. o Available balance
iI0S/Android npunoxenue, 6peHanpyemoe nog Batuy 2 877 426,96 USD - t_wh'Dd D m'
koMnaHuto. ObecnevmBaeT NPaKTUYECKN TOT XKe Afons Mucha ‘8854 e | — -
(hYHKLMOHA, YTO 1 KIIMEHTCKOe BeO-NpuIoXeHue: TR o Waccoun
19.97 USD nfo Molly python
Second Account *8808 07 CZK out time
RELEL ol |
2 355.67 RUB ount name
KoHBepTaLum

nnnn “8856 452.00 CZK

CyeTa/BbINMUCKA iee b o 10

BHYTpeHHAS no4Tta u ap.
@) e

Accounts Operations Mail

. ©

= 12
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MobunneHOe NPUNOXKEH R v, Settngs
i0S/Android ond reHepaumm | 82080915
OHOPA30BbIX

NapaMeTpPr3nPOBaHHbIX

naponer 00ecneyBaeT HadeXKHYH
3aLMTY OT DaNbCUPUKaLM
KITMEHTCKIX TPaH3aKUnn 1
COOTBETCTBYET TPeOOBaAHMAM

PSD 2 no 6e30MacHOCTU MaTexen

Signature token X

CHANGE

memememememememe
000000

FORGOT PASSCODE?

= 13
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AML COMPLIANCE MOOYJ B

Onboarding knneHTOB

HacTpanBaemsble npouenypsl KYC

KOHTPO/b MO YepHbIM CNUCKaM KnMeHToB/TpaH3akumi (FATF, EU, HMRC u ap.)
Risk assessment; risk based AML kKoHTpob

LLIH03bI C BHELHUMW CUCTEMaMU

OT4YeTHOCTb MO NMOAO3PUTENBHBLIM OMepaLmam

KoHTpOob BaNnMAHOCTX JOKYMEHTOB

KOHTPOb MMMWTOB MO KaTErOpMsAM PUCKOB 1 TUMAaM omepaumii 1 ap.
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OLCNCTEMA «JEHEXKHBIE

== 15

—J—%inb

Be6-npunoxkeHne ana areHtos CAl

AP| ona nHTerpaumm € BHelWHnMun
cMcTteMamu
[lpvem/Bbinnata nepeBooB

LLInro3bl ¢ BHewHMm CATT:

&
LR
Q
i
i
-

FOHWCTPUM
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MOV B
«<KPWITTOBAJIHO T By

CobcTBeHHbIM Wallet-manager, nHterpupoBaHHbi ¢ BTC/ETH blockchain

MoLlHas cnctema 6e3onacHoOCTM Ha ocHoBe Thales E-security HSM

MobunbHOe 1 Be6-NPUIoXKeHne anst KINEHTOB

WHTerpaums ¢ KpunTo-6up>kamm 4ns NosyyYeHne KypCcoB KPUMNTOBANKOT B pexxnume online

YnpaBneHue BceMu 613HeC-npoLieccaMm B pamMkax efmHon nnatdopmel (crypto currency + fiat currency)
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AMONG OUR CLIENTS

T
PayAlly CONNECTUM gir'!‘;:ge Send

Acquiring & Payments

* - OF o C e SRS v
9 saifu C EPAY X euorchaice ALYUZ
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